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The First Amendment War in Cyberspace

Cyberwarfare has the attention of the director of the CIA.  He believes one cyberterrorist could bring down the total national defense system (See New York Times, B.1 Sept. 30, 1996).

Cyberwarfare has the attention of the civil libertarians, too, because they believe existing governmental policy to catch cyberterrorists through control of cryptography violates the First Amendment.

Now the courts have weighed in.  Not unexpectedly, they have split in their view whether there is First Amendment protection of cyberspeech against the threat of cyberterrorism.

Federal Judge Charles R. Richey, sitting in Washington, D.C., ruled in March that a computer scientist, Philip Karn, who had published a book on source codes on cryptography could be prevented from sending abroad the codes described in the book without violating his First Amendment rights.

Federal Judge Marilyn Hall Patel, sitting in the Northern District of California, on the other hand, ruled preliminarily a month later that a Ph.D candidate, Daniel Bernstein, could not be prevented from sending his academic paper and related source codes on cryptography to academics abroad.

Historically, the government has maintained internal security from foreign threat by, among other things, controlling all sophisticated code making.  This was not hard to do, since the only source of employment for code makers was the government.

With the computer revolution, however, the largest source of employment for code making is the computer industry.  This is because virtually all sophisticated software has a code in it to prevent unauthorized use, e.g., regarding cash cards.

Government Cannot Keep Up

With the rapid speed of change in the computer industry, the government’s code-making ability cannot keep up with private industry.  And so it is losing control over an area previously in its domain.

Here is an example.  Under present law no software cryptography can be exported if it has more than 40 “bits,” the term that is used to describe computing power.  On the Internet, on the other hand, software cryptography having 120 bits is easily obtained from private sources.

The current law, technically called the Arms Export Control Act, requires every piece of software with more than 40 bits to have an export license.  This is to prevent trading with the enemy, i.e., making code-making techniques available to foreign powers and terrorists.

The government refused to let Mr. Bernstein send his computer program and, initially, an academic paper explaining it, to fellow academics abroad [in] England.

Judge Patel, in denying the government’s motion to dismiss the case, did not have much difficulty in characterizing the government’s actions as a classic prior restraint.  The government has to give permission (a license) to Bernstein to communicate (speak), and in Bernstein’s case, it did not, censoring him.

The government argued there was no First Amendment issue involved because it sought to control Bernstein’s conduct, not his speech.  It cited as authority, O’Brien the draft-card burning case in which the Supreme Court held O’Brien could be jailed over his First Amendment objections because when he burned his draft card he was not speaking, he was acting.

The ‘Pentagon Papers’ Case

Judge Patel thought the Pentagon Papers case was more relevant than O’Brien.  There the government could not meet the appropriate test to stop The New York Times from publishing, and she did not think it could do so with Bernstein either.

Judge Richey, 3,000 miles away, had no difficulty in preventing Philadelphia computer scientist Philip Karn from distributing his source code abroad, even though Karn had written a book explaining the code that he could freely distribute outside the U.S.

Judge Richey concluded O’Brien could be applied to Karn’s speech as well as conduct if such application was directed not to the particular context of Karn’s speech but to all like speech (e.g., cyberspeech) in a content-neutral way, and if it was narrowly tailored.

This slippery distinction, which, parenthetically has the cable industry in an uproar because it has been used to force cable companies to carry over-the-air signals on their systems, is the usual rationale the government uses to restrict speech.

In the case of cable companies, for example, Congress has concluded that national communications policy should force the cable companies to give up the right to use their own programming on cable systems in favor of carrying all over-the-air speech, e.g., network programming such as by CBS, NBC, ABC.

It is clear the computer industry will not make the same mistake cable did in not fighting early for full First Amendment rights.  Among other things, there are too many computer scientists like Bernstein and Karn who will not let them.

The $64 dollar question is, however, not whether the computer industry’s position is strategically correct, but rather whether it is sustainable in the Supreme Court under existing First Amendment doctrine.

Last week, the Clinton Administration took action that arguably answers this question. (See New York Times, Oct. 1, p.1)  It proposed eliminating the entire export control system for cryptography in return for gaining access through appropriate legal process in time of need to all codes and raising the trigger point for an interim period from 40 to 56 bits.

This access program, which has had various earlier iterations whereby computer codes using a “clipper chip” were to be placed in escrow, has been highly controversial in the computer industry and the civil liberties community because of the fear it engenders that Big Brother will snoop into everyone’s lives through misuse of the escrow.

Whether the government’s latest version of an escrow system is workable or even constitutional is beside the point for Messrs. Karn and Bernstein.  It is an admission that the government program under the Arms Export Control Act was overbroad and unconstitutional to begin with.

Whether O’Brien applies or not, no system of prior restraints, e.g., licensing under the Arms Export Control Act, can be constitutional unless that system narrowly tailors a remedy that carries out an important governmental interest.  The new governmental proposal redefines that interest and, among other things, raises the trigger point to 56 bits from 40, thereby conceding it was inappropriately (and unconstitutionally) defined to begin with.

Whether the government can keep up with the speed of change in the computer industry so that it can constitutionally regulate its speech (i.e., its software), seems more difficult each day.  It may be this horse is already out of the barn
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