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Knocking Web Sites – In Part – Off The Air

By James C. Goodale

In a highly publicized case, DeCSS, a federal court in New York City recently stopped a young programmer from posting a decryption program on a Web site.  This program permitted users to decode movies when downloaded so that they could be viewed for free.

In so doing, the court effectively knocked part of a Web site off the air – to mix a metaphor.  It is fair to say the decision generally brought loud applause.

There is a highly persuasive argument that if commercial interests on the Internet are not protected, commercial chaos will follow.

But before the applause dies down, it is also important to examine the costs of this decision.  The young programmer is no longer allowed to say what he wants to say about decryption, i.e., he no longer can post his decryption program.  And beyond that he can not even link to other sites that have such programs even though he has taken his down.  

Put another way, his speech in this manner has been stopped cold.

Is It Speech?

But are computer codes really “speech” – protected by the First Amendment?  And if so, when a decryption device is posted in this manner does it maintain that character?

This question of whether computers are so protected is bedeviling the courts.  The DeCSS case is the fourth case to come along in the last several years.  The others are in California, Ohio and the District of Columbia.

The issue in these other cases was thought at one time to be a sure bet to derail Al Gore’s presidential candidacy.  They involved regulations that prevented Silicon Alley (and the rest of the computer industry) from exporting encryption technology such as that used in Netscape, for example, without prior approval from the U.S. government.

Silicon Alley was furious.  The government regulations, designed to prevent encryption technology from falling into terrorist hands, shut Silicon Alley out of the enormous world-wide decryption market.

A lower California federal court ruled the regulations unconstitutional because they violated the First Amendment.  The regulations were changed.  Some say California thereby became “safe” for Gore in the election, although that may be somewhat hyperbolic.

The issue in the California case was the same as in the DeCSS case – whether computer code is “speech” entitled to full protection under the First Amendment and could not be stopped.  The California court decided it was.

The federal court in New York decided in DeCSS it was not pure speech and so could be enjoined.  The court in California thought the decision in Pentagon Papers controlling (that case generally forbids injunction against the media).  The New York court thought Pentagon Papers inapplicable.

In the Pentagon Papers case, the government sought to enjoin the New York Times from publishing national security information.  The U.S. Supreme Court said it would not enjoin the Times because, among other reasons, the government could always bring the Times into court after publication and prosecute it.

In other words injunctions against speech or, simply put, censorship against “media” are too draconian to be permitted.  No one questions that the Internet and its Web sites are media.  Indeed, that is why they are called “New Media.”  And so in this context, an injunction against a Web site is very unusual.

This is not to say DeCSS should be allowed to “get away with it.”  Anyone who uses the decryption technology can be sued, for example.

Such a suit, of course, would be difficult for the owners of the movies to bring.  Users would be hard to locate.  It is much easier to stop the decryption technology from being distributed.

But just because it is easier to stop distribution, that is no justification for doing so if in fact there is offense to the First Amendment.  Indeed, the First Amendment permits regulation of speech in only those rare circumstances where every other alternative has been exhausted.  While bringing suit against DeCSS users rather than the Web site itself is impractical and difficult, it is in fact the least restrictive alternative.

Content Neutral

In the DeCSS case itself, the court gets around the First Amendment by saying it is not regulating the content of what is on the site (i.e., the decryption program), only how the program is implemented through its source code.  This analysis, which confuses most lawyers and certainly all of the public, is known as “content neutral analysis.”

It was invented, as it were, by the U.S. Supreme Court in a case called U.S. v. O’Brien to punish draft card burners who claimed a First Amendment right to burn the cards because it was “expressive speech.”  The Court acknowledged there was a speech element in the protesters’ act, but the punishment nonetheless was justified to protect the Selective Service Act (i.e. no draft cards, no selective service system).

This approach to the First Amendment, which has much misbegotten progeny, is hated by First Amendment lawyers.  As soon as a court says “O’Brien,” the First Amendment loses.

And that is exactly what the court said in the DeCSS case.  The programmer who posted the code was not speaking at all, the court decided; he was engaged in an act equivalent to burning draft cards.

This is not to say one should approve the content of the DeCSS Web site; that is not the question.  It is frequently the case that speech the First Amendment seeks to protect can make your stomach turn.

Most First Amendment lawyers want to stamp out “O’Brien.”  It has had, for example, an unhappy history in justifying regulation of some speech on cable TV – that new technology of 20 years ago.

Unfortunately, the O’Brien analysis has popped up again as applied to source code in computers and even to links from one site to another.  A less draconian approach would seem preferable, such as encouraging suits against DeCSS users or even leaving the matter to criminal prosecutors, although catching world-wide hackers is no easy task.  The First Amendment however, demands no less.
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