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Could The WTC Attack Have Happened Without the Internet?

The World Trade Center disaster (WTC) was a digital age crime.  It is hard to imagine it could have taken place in any other era.

Digital communications, particularly, encoded digital e‑mail and the use of the internet have been the key to bin Laden’s organizational genius in the past.  There is no reason to think they are not a key to WTC.

Indeed, officials at the Rand Corporation, one of the Government’s top security advisers, have been quoted as saying the Net was the great “enabler” of WTC.  It is hard, however, to find any comments from government officials as to whether the Net was the great “enabler” of WTC.  All of this information has been classified. 

There have been public reports, however, that bin Laden gave up communicating by cell phone since he believed satellite intelligence was monitoring his calls.  This leads one to question whether U.S. intelligence was able to penetrate bin Laden’s communication network on the Internet and whether it could decode the network’s communications.  

If it was unable to, this would explain why the attack came as a surprise and would explain why the country suffered what some have called the greatest intelligence failure since Pearl Harbor.

E-Mail Was The Only Way

The only way a terrorist organization spread over 60 countries can effectively communicate is by e-mail - one e-mail - 60 simultaneous copies to fellow terrorists.  Jody Williams, who won a Nobel Prize for organizing countries to support the land mine treaty, said she could not have done it without the Net.  Bin Laden, no doubt, could make the same claim.

In microterms, the Internet is made to order for bin Laden’s form of organization which, at a local level, depends on members organized into independent cells.  The New York Times has said that the WTC was orchestrated by at least two cells in Florida, one in New Jersey and one in Germany.  Some members of the cells were known to each other, most apparently were not.

Typically, these cells have controllers not known to individual cell members.  It is believed there may have been such a controller in the WTC who may have coordinated operations in the U.S.  No such controller has yet been publicly identified.

In order to carry out a crime such as the WTC, the cells must be able to communicate with the controller in a highly sophisticated way.  They can’t get together in the same room as the Mafia did in the Appalachia case - that would attract too much attention.  It is one thing to have five cell members in a room in Delray Beach, and quite another to have 20.

While a cell member may make casual calls using plain old-fashioned telephones or cellular phones, the most efficient and safest communication device is encoded e-mail.  This permits a controller to communicate instantly and simultaneously, if desired, with all the cells in the network in code without the cells knowing each other’s identity or even knowing who the controller is.  

The Net also facilitates “steganography” – embedding secret messages in otherwise public communications.  The terrorists are believed to have used chat rooms - at porno sites of all places – for this purpose.

While easy-to-read e-mails embedded in client’s hard drives are a lawyer’s nightmare, the embedded e-mail in the discarded computers belonging to Al Quaeda were encoded.

There is some evidence, that the NSA, the nation’s top intelligence agency, may not be able to penetrate an encoded e-mail system.  Otherwise, last week, Senator Gregg (Rep.-N.H.) would probably not have been considering legislation to give the Government access to all encryption codes used in this country by corporations.

It also explains why the Government has fought for years to prevent Silicon Valley firms from selling encryption software abroad.  The stated reason, articulated with some ardor by former FBI Director Louis Freeh, in testimony a few years ago before Congress, was to prevent the software from falling in to terrorists’ hands.

Presently, as the law reads, Silicon Valley cannot sell encryption software abroad if it exceeds 64 bits without Government permission.  In the software world, 64 bits is nothing.  The Netscape Communicator 4.7 has computer power of 128 bits.

Under the law, Netscape has obtained permission from the Government to sell its browser abroad.  There are, however, many who have not obtained similar permission, including several professors who want to teach cryptography to students by posting cryptography on their own Web-sites.

As soon as such a professor posts instructions for powerful encryption on his or her site, it is immediately available world-wide.  This breaks the law because such software cannot be made available outside the U.S. without Government consent.

This is not a hypothetical case - it is real case (Bernstein v. U.S.).  In the Bernstein case, the 9th Circuit ruled the law that required government permission in this fashion violated Bernstein’s First Amendment right to teach and to speak.

After WTC, there have been calls in Congress to tighten the law.  Indeed there is interest now in some foreign countries in adopting a more conservative approach to control the sale of cryptography modeled on a heightened version as the present U.S. system.

The problem is that in all probability a conservative approach will not work.  As long as the titans of the computer world need to sell high-powered software (such as the Netscape browser), to compete internationally, it will be sold and used – otherwise world economic growth may well stall.

And so it seems inevitable that high-powered encryption software will be sold  across borders.  But what is the NSA to do?  It may not be able to crack the codes used.

‘You Say You Want A Revolution’

The Telecommunications and Information Revolution which brought us the Digital Age is thought to be one of greatest revolutions of all time.  Driven by digital communications it brought the world closer together, made international borders less meaningful and gave us unparalleled prosperity.

Ironically, it also created the ability of a few with access to this technology, spread across 60 countries, to terrorize the world.  The Internet has become an important weapon in the terrorists’ arsenal.  The WTC could not have taken place without it.

________________________________________________________________________James C. Goodale, the former vice chairman of The New York Times, is a Debevoise & Plimpton lawyer and host/producer of the TV program “Digital Age”.
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