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- COMMUNICATIONS AND MEDIA LAw

BY JAMES C. GOODALE

Is It OK. to Publish Codes That Terrorists and Hackers Can Use?

CCORDINGTO The Washington Post, on
Sept. 11, Phil Zimmerman, the inventor
‘of a virtually unbreakable encryption
code "PGP” — Pretty Good Privacy —
used by terrorists, reportedly cried and contin-
ued to cry for many days thereafter “over-
whelmed with feelings of guilt"

On Nov. 23, when the highest federal court in
New York City, the Court of Appeals for the Sec-
ond Circuit, decided Eric Corley could not tell
others on his Web site how to break the DVD
encryption code called CSS, it s fai to say not
a tear was shed, except perhaps by First Amend-

‘ment fans. (Universal v. Corley)

‘What do Eric Corley and Phil Zimmerman have in com-
‘mon? They both maintained they legally had the right to
post encryption codes on the Net for all o see. Zimmerman
won, Corley lost.

‘Computer Nerds,’ National Security

Do we care what computer nerds are doing to undermine
our national security and to steal movies encoded to pre-
vent theft?

Itis hard to think of a less sympathetic group, but our pri-
vacy and, n fact, even our security depends on them. And
whether we like them or not, they — not old media — are.
leading the First Amendment fight in the Digital Age.

It may be hard to accept that computer nerds can create
codes that are virtually unbreakable. But it is very impor-
tant for our national security and everyday commercial life
that they do.

For example, we do not want the terrorists to break the
codes that run the Hoover Dam. And we don't want petty
thieves to break the codes in our cash cards.

‘One may ask. i that is 5o, how did hackers break the code
that encodes DVDs, which protect the movie industry from
being ripped off? The answer is the CSS code for commer-
cial reasons was not made at full strength — but more about
that later.

M. Zimmerman cried on Sept. 11 and thereaiter because
hewas convinced the terrorists had used PGP for their com-
‘munications. The code has been around for over a decade
and no one can break it and that apparently includes the gov-
ernment, e, the National Security Agency (NSA) —although
in the case of the government no one knows for sure.

The Serbs used PGP to position their troops. It is known
publicly Al Qaeda used codes, also thought o be unbreakable.

When Mr. Zimmerman invented PGP, a cat and mouse
game with the NSA began. A grand jury was empanelled
to indict him but was later disbanded — the cat was out
of the bag

The rules then required that government approval was
needed before codes of modest complexity could be used
abroad — and thereby fall into terrorists' hands. Mr. Zim-
‘merman decided to make PGP available to anyone for free
and posted it on his Web site.

“This was a violation of the law because the code was then
immediately available abroad. The government decided this
was not going to happen again

James C. Goodale, a Debevoise & Plimpton Lawyer, s the.
Tormer vice chairman of The New York Times and coproducer
and cohost of the PBS TV program “Digital Age.

And later when a West Coast professor, Daniel
Bernstein, tried to put his code on the Web so
Students could use it the government sued to
Stop it. The government lost (Bemsiein v. U.S).
‘The Bernstein court decided that posting of
| codes was the Digital Age form of speech and
could not be stopped.

Following the decision, the government decid-
ed it was futile to enforce the law and not in the
country's selfinterest to interfere with code-mak-
ing and the speech of those who made them.

Why? Because we need PGP or something like:
itto protect our commercial life. Coca Cola can-

not send its famous secre formula by e-mail, if some hack-
er can break the code and steal the formula,

‘The code for DVD encryption, however, was created
before the government changed the rules. It was made to
‘conform with rules that did permit the export of very low-
powered codes, which CSS was, but, because it was 50 low-
powered, the CSS code was easily breakable.

Eric Corley, who publishes the magazine 2600 — The Hack-
er Quarterly, posted a de-encryption code created by a 15-
year-old Norwegian who broke the DVD code. The posted
Code was called DeCSS.

In November the highest federal court in New York City
(the Second Circut Court of Appeals) concluded Mr. Corley
had no First Amendment right to post the DeCSS code and
enjoined him from so doing.

“The similarity between stopping the publication of the
Pentagon Papers and stopping Eric Corley from *printing”
the DeCSS code may not be that obvious. In each case speech
was sought to be enjoined.

“The Second Circuit concluded, however, code-making was.
not really speech a all but a mixture of speech and conduct.
‘The mechanical input needed to turn code into something
we can read on our computer screen took it out of the area
offull First Amendment protection.

It also concluded that the speed of the Internet justified
treating the publication of information about codes on the
Net differently than such publication in newspapers.

The court’s reasoning is entirely different from that
used in the Bernstein case that led in part to the total lib-
eralization of the export rules for codes two years ago.
There the highest federal court on the West Coast decid-
ed code making was entitled to full irst Amendment pro-
tection

“The differences in the approach of the two courts leads
toa strange result whereby it is OK. to post codes that ter-
rorists can use but not OK.to post codes that can decode
DVD moves.

‘There s no question there is real danger in both Mr. Cor-
ley's speech and Mr. Zimmerman's, ifthey intend to urge ter-
rorists and hackers o use their codes for iliegal purposes.
But lacking specific intent to do s0 — and there appears to
be no such proof in either case — the First Amendment has.
always protected such speech.

Permitting Speech in the Digital Age

Whether we like the speech of Eric Corley and Phil Zim-
‘merman or not, it i essential in the Digital Age they be per-
‘mitted to speak. We need codes to protect ourselves and
also we need public information about the weaknesses in
our codes to improve them. In the end, however, only the
Supreme Court can decide whether this is so.
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