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Why Didn't the Iranians Encrypt?
No one knows for sure how the United States found out that Iran was not building a nuclear bomb.  But one thing is clear, Iranian communications were not very secure, otherwise we would never have known.

Highly sophisticated encryption programs are available to everyone on the Net today worldwide.  All one has to do is to go to the appropriate Web site and download one.

But you and I do not do that.  We do not care enough about our privacy to protect it perfectly.  Apparently, the Iranians did not care enough either.

Encryption programs downloaded from the Net are extraordinarily difficult to break.  A popular encryption program, Pretty Good Privacy (PGP), is giving U.S. intelligence agencies fits.  They cannot readily break it.  

Appearing on the TV program “Digital Age,” former CIA employee Michael Scheuer, author of "Imperial Hubris," said: "[to break codes] takes tremendous computer time . . ., and there's an opportunity cost. If you devote everything to one thing, you lose something else."

Recently, an official with the Vermont Department of Corrections attempted to gain access to a computer password encrypted by PGP and couldn’t.  The department had reason to believe there was child pornography in the computer.  

The owner of the computer refused to turn over the password in response to a federal grand jury subpoena, claiming a Fifth Amendment right against self incrimination.  At a hearing to quash the subpoena, the U.S. government stated that it “could take years” to break PGP.  

A computer scientist, Philip Zimmermann, invented PGP.  The government, fearing PGP would fall into the hands of terrorists, tried to stop him.  
He was the focus of a federal grand jury investigation for three years before the Department of Justice decided not to prosecute him.  Mr. Zimmermann’s efforts are set out in Steven Levy’s book “Crypto: How the Code Rebels Beat the Government -- Saving Privacy in the Digital Age.”

Mr. Zimmermann’s case caused an uproar in Silicon Valley, since code making is a highly profitable business.  Corporations need encryption to protect their trade secrets, e.g., Coca Cola's secret formula.  If Silicon Valley could not sell its codes worldwide, it would lose the business to foreign companies.  

Ultimately, Silicon Valley won and codes such as PGP are available worldwide on the Net.  The First Amendment issues in the courts were not fully resolved, but computer scientists won several significant victories.  See, e.g., Bernstein v. U.S. Department of State, (1996).
Until recently, the United States had pursued an extremely aggressive posture toward Iran’s nuclear program.  There are many who believed the United States would go to war against Iran to stop its program to build a nuclear bomb.  

U.S. policy then, as now, was based on intelligence, since Iran denied it was building a bomb.  Figuring out what intelligence-gathering methods the government uses is guess work at best.

But the U.S. government has described its sources and methods of intelligence relating to Iran in surprising detail.  The reason it has done this, apparently, is to convince the public it was not relying on false sources as it did in the case of the Iraq war.

According to The New York Times, in a Dec. 4, 2007, article entitled “How Did a 2005 Estimate Go Awry?," the United States based its original conclusion in 2005 that Iran was building a bomb on the contents of a stolen computer.  The previous year, the U.S. had downloaded information from the Iranian computer, including detailed plans to build a warhead.  

The United States justified to its allies its initial belligerent attitude towards Iraq based on this download.  It was the probable basis for the 2005 National Intelligence Estimate that the Iranians were building a bomb.

The computer was discovered in 2004.  But how did the government download the contents of the computer in 2004 when PGP makes it almost impossible to do so in a reasonable period of time?  The U.S. tightly guarded the source of the laptop, but speculation arose that it belonged to an Iranian nuclear engineer.   
A reasonable conclusion is that the computer didn’t use powerful encryption like PGP.  The Iranians may have used a lesser form of encryption than PGP, but it seems hard to believe that encryption as strong as PGP was in fact used.  

Intelligence obviously does not consist only of decoded messages.  Information can come from sources within Iran or defectors, satellite photographs, etc.  

However, when the Bush administration announced in December 2007 that it was changing its policy towards Iran, current and former government officials said the administration was relying on a set of “intercepted communications.” (The New York Times, Dec. 5, 2007).
The government did not tell us, of course, how it intercepted these communications.  But it is a fair surmise that Iranian carelessness enabled some of the interception.

As a practical matter, it may not be possible to keep all of one's e-mails private and this applies to governments also.  In some respects, the huge explosion of e-mails on the public has been accompanied by an acceptance that a loss of privacy is inevitable.  

Just have a conversation with anyone under 30 and they will tell you privacy is not their concern.  For example, see Paris Hilton’s sex videos on YouTube or go to Facebook.  It's extraordinary to read the volumes of intimate facts set out in Facebook.

All of us could prevent this loss of privacy if we cared enough in the first place or if we bought PGP and applied it to our e-mails and our downloads.  But who wants to go to the trouble?  And if you are under 30, you probably don’t care.  

Inevitably, this carelessness spills over to governments which consist of thousands of individuals e-mailing in great volume on a daily basis.  It is reasonable to conclude that communications privacy is just too hard to protect for governments, as it is for us, even if there are effective ways to do it.

______________________________________________________________________

James C. Goodale is the former vice chairman of The New York Times and producer/host of the television program "Digital Age."
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